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   InHand-PSA-2022-01 

TALOS-2022-1468, TALOS-2022-1469, TALOS-2022-1470, 

TALOS-2022-1471, TALOS-2022-1472, TALOS-2022-1473, 

TALOS-2022-1474, TALOS-2022-1475, TALOS-2022-1476, 

TALOS-2022-1477, TALOS-2022-1478, TALOS-2022-1481, 

TALOS-2022-1495, TALOS-2022-1496, TALOS-2022-1499, 

TALOS-2022-1500, TALOS-2022-1501 

 

ങᤡ 

௫Ꮸ᤹Ꮃፘ᧴ࣃ࠴˓ᢂႉٱ IR302ڣߤᄓ࣌ᆅࠀФ໭ัᤒᛪܯ௣ࣼଫ΢ࠀФ໭ัᄓχܶଙ

ீǖឨֿ̠ᄓ Web Ԭ CLI ᦪᎿࠀڣߤФ໭ัὄஒѭᏱՄ᤹ᤈᤑ̘໭ัᤒᛪ᭭ซᤓሷ͆ᆓ

੹ᛪǕப͑ˆͥǕైᬖଫӭ͈ԬᄰԲᎊߤኗ୻΄ǖ 

ፌᮼᬠញͮὄஒѭᏱՄᑨ҇͡ႂᤑ̘໭ัᤒᛪࡆមᄏ॑ឃܵ੔Ᏹ҇ႂॉࠤᆓఛҰᆪ᝖ឃܵὄ

௫Ꮸ᤹Ꮃፘम᝵ࠐ੣᝸͑ږӭጨᒹྩా InRouter3XX-V3.5.45ὄ͈χܶॐқ࣌ᆅᄓࠀФ໭

ั᫑ᮮǖ 
  

य़ׇ 
• TALOS-2022-1468:  

CVSSv3ញѵὒ9.9 

Գय़ׇᄓֿ̠Մ᤹ᤈಆ̘ HTTPឹහᤒᛪ͓ਜப͑ˆͥǖ 
• TALOS-2022-1469:  

CVSSv3ញѵὒ5.4 

Գय़ׇᄓֿ̠Մ᤹ᤈಆ̘ HTTPឹහ੹ᛪ͓ਜ JavaScriptᑷాǖ 
• TALOS-2022-1470:  

CVSSv3ញѵὒ7.5 
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Գय़ׇᄓֿ̠Web႖᭰ˠڣߤՄᜋ JavaScriptង᫑ᄓ͡ហᎊߤὄஒѭᏱՄ᤹ᤈ

XSSஒѭᄰԲ͡ហᎊߤǖ  
• TALOS-2022-1471:  

CVSSv3ញѵὒ8.2 

Գय़ׇᄓֿ̠ڣߤᎊэໆѬ໭ัὄಆ̘ API૒͇Մ࠷ᒺᤓሷ͆ᆓ੹ᛪǖ 
• TALOS-2022-1472:  

CVSSv3ញѵὒ7.4 

Գय़ׇᄓឃܵڣߤᦪᎿ࠷У໭ัὄಆ̘ HTTPឹහ͡࠷ᒺైᬖଫӭǖ   
• TALOS-2022-1473:  

CVSSv3ញѵὒ9.9 

Գय़ׇᄓឃܵڣߤ୻΄ጐ፛૒͇ตУ໭ัὄಆ̘ HTTPឹහ͡࠷ᒺ͓ਜ૒͇੹ᛪǖ 
• TALOS-2022-1474:  

CVSSv3ញѵὒ6.3 

Գय़ׇᄓឃܵڣߤᦪᎿ࠷Ѭ໭ัὄಆ̘ HTTPឹහ͡࠷ᒺైᬖଫӭǖ 
• TALOS-2022-1475:  

CVSSv3ញѵὒ9.1 

Գय़ׇᄓឃܵڣߤ CLIตУ໭ัὄಆ̘ឹහ͡੹ᛪ᭭ซ͇֚ǖ 
• TALOS-2022-1476:  

CVSSv3ញѵὒ9.1 

Գय़ׇᄓឃܵڣߤ CLI܀ಠᎊэໆѬ໭ัὄಆ̘৘ਜӓ͡࠷ᒺᤓሷ͆ᆓ੹ᛪǖ 
• TALOS-2022-1477:  

CVSSv3ញѵὒ9.9 

Գय़ׇᄓឃܵڣߤ CLI͇֚੹ᛪ໭ัὄಆ̘ឹහ͡࠷ᒺ͓ਜ͇֚੹ᛪǖ 
• TALOS-2022-1478:  

CVSSv3ញѵὒ9.9 

Գय़ׇᄓឃܵڣߤ୻΄ጐ፛͇֚ตУ໭ัὄಆ̘ឹහ͡࠷ᒺ͓ਜ͇֚੹ᛪǖ 
• TALOS-2022-1481:  

CVSSv3ញѵὒ9.9 

Գय़ׇᄓឃܵڣߤˉ৖ॐᄓᣮУᝬឆὄಆ̘ப͑͡࠷ᒺᤓሷ͆ᆓ੹ᛪǖ 
• TALOS-2022-1495:  

CVSSv3ញѵὒ9.9 



௫Ꮸֿ̠᤹ࠀФЦր�

InHand-PSA-2022-01 

Գय़ׇᄓֿ̠͑ږڣߤӭጨ໭ัὄஒѭᏱՄ᤹ᤈྻൽ HTTP͇֚࠴ឃܵᤒᛪ͑ږӭ

ጨǖ 
• TALOS-2022-1496:  

CVSSv3ញѵὒ4.3 

Գय़ׇᄓឃܵڣߤᆿᎍᆓࠤᆓ໭ัὄಆ̘Ꮃፘឹහ͡࠷ᒺྻై୻΄ǖ 
• TALOS-2022-1499:  

CVSSv3ញѵὒ9.9 

Գय़ׇᄓឃܵڣߤ૒͇ตУ໭ัὄಆ̘૒͇͡࠷ᒺᤓሷ͆ᆓ੹ᛪǖ 
• TALOS-2022-1500:  

CVSSv3ញѵὒ9.9 

Գय़ׇᄓឃܵڣߤ CLI܀ಠᎊэӦໆѬ໭ัὄಆ̘૒͇͡࠷ᒺᤓሷ͆ᆓ੹ᛪǖ 
• TALOS-2022-1501:  

CVSSv3ញѵὒ9.9 

Գय़ׇᄓឃܵڣߤ CLIᎊэໆѬ໭ัὄಆ̘Ꮃፘឹහ͡࠷ᒺᤓሷ͆ᆓ੹ᛪǖ 
 

Գय़ׇᄓֿ̠ 

• IR302ᢂႉֿ̠ٱ�
 

Գय़ׇྩా 

ٱᢂႉ˓ࣃ • IR302ాྩ͑ږ 3.5.37Ԭ˱қྩా�
 

᝖юଙீ 

• ˇᣛࣼӭጨ͑ږᒹ 3.5.45ྩా 

 

᯴൜԰ࣔ௏హ 
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ᠴໂ 

 Ф᝖юாಾᮏ᭰ὒhttps://www.inhand.com.cn/product-security-advisories.htmlࠀ

https://talosintelligence.com/vulnerability_reports#zerodays 

 


